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Abstract. The Risk Reduction Overview (RRO) method presents a comprehensible overview of the coherence of risks, measures and residual risks. The method is
designed to support communication between different stakeholders in complex risk
management. Seven reasons are addressed why risk management in IT security
has many uncertainties and fast changing factors, four for IT security in general
and three for large organizations specifically. The RRO visualization has been
proven valuable to discuss, optimize, evaluate, and audit a design or a change in a
complex environment. The method has been used, evaluated, and improved over
the last six years in large government and military organizations. Seven areas in
design and decision making are identified in which a RRO is found to be beneficial.
Despite the widely accepted need for risk management we believe this is the first
practical method that delivers a comprehensive overview that improves communication between different stakeholders.
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Introduction

Risk management in IT security is complex. Large numbers of security measures and many
stakeholders make risk management in large organizations even more complex. Risk management involves the balance between the residual risks for the business and the costs of the
measures that are taken to reduce the initial risks. In this article we define risk as the product of
the chance that a threat causes damage to the business and the damage of that threat to the
business. A 5% chance for $100 total damage, for example, will justify the costs for a $5 mea sure. The costs include not only the cost of the implementation of the measure itself, but also
the costs of any loss of functionality.
There have been various approaches to quantify and model the security costs and benefits
[6, 7, 11], [13]. However, in large organizations both the chance and the damage are mostly un known. Furthermore, the estimates of the effect of measures on chance and impact also have a
high degree of uncertainty. Those approaches are therefore not practical for real-world risk
management in situations with large numbers of security measures. There also have been several approaches to present risk management visually [16, 17]. However, none of these methods
present an intuitive overview of the coherence of all risks and measures required for risk man agement.
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1.1

Challenges of Real World IT Risk Management

There are four main reasons why chance and damage are uncertain in IT security and thus
why risk management is complex. First, the known vulnerabilities in IT systems change with a
high rate. Every computer runs millions of lines of code, and thus the existence of bugs is almost a certainty [12]. At a certain moment, for example, it may seem impossible to gain unauthorized access to a system, a week later there may be a zero-day exploit and an experienced
hacker may gain access, one week later an exploit is released on the internet and access is
possible for every “script kiddy”, and again one week later the vulnerability is patched and
unauthorized access seems impossible again. Second, the IT environment itself changes continuously, which changes both the chance and the potential damage to the business. For example the introduction of new software or a new network connection to an external system. New
technology developments such as cloud computing and ubiquitous computing that introduce
completely new security challenges extend this challenge even more. Third, the chance that a
threat causes damage is influenced by unknown external factors. It is for example difficult to
quantify how much effort an external entity is willing to take to gain access to your information,
or to quantify the number of backdoors in the software you use, or to quantify the bypass rate of
your security measures [2]. Last, the cost of the damage is hard to estimate. The damage incurred when IT systems are unavailable, interrupting business processes or critical infrastructure, or when sensitive information is disclosed, affecting competitiveness or causing reputation
damage, is not easy to express in monetary terms [3], [5], especially in the public sector where
information if often sensitive for political, sovereignty, or privacy reasons [1]. Furthermore, the
total cost of ownership of measures is difficult to express in monetary terms. Especially since
most measures cause a decrease in productivity as a side effect.
1.2

Challenges of IT Risk Management in Large Organizations

Large organizations add three additional challenges to the complexity of IT risk manage ment. First, where in a small organization a single administrator might be solely responsible for
the overall security, in large organizations there are many different roles involved, such as business owner, information security officer, authorizing official, functional application manager, solution architect, and system administrator. This separation of roles causes few people to have
the required overview and knowledge to link security measures to chance and impact on the
business required for a good cost/benefit analysis. Second, large organizations have large
numbers of information systems which are interconnected in many ways: sharing hardware,
network infrastructure, storage, and data. Defining a strict boundary for a single information
system is therefore almost impossible. A security breach on any level might affect many infor mation systems. NIST 800-37 [9] recommends segmentation of systems with guards in between, but this is not considered feasible for most networks except when dealing with very high
classification levels. The chance that a security breach occurs is difficult to estimate because
there are thousands of IT components and thousands of unique security measures that affect
the chance. The damage is difficult to quantify because a security breach might affect many information systems. Last, the cost/benefit analysis becomes rapidly more complex due to the
large number of business processes with different security requirements in large organizations.
A new security measure may, for example, reduce the risk for one business unit, but may de crease productivity for another business unit.
1.3

Risk Management Methods and Standards Used in Large Organizations

To overcome the challenges of complexity, large organizations use generic risk management
methods and security baseline standards for the generic infrastructure, such as NIST 800-37
[8], CRAMM, and ISO/IEC 27005 [10], to guarantee a minimum security level for all systems. In
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scribe only generic measures that allow for different implementations; only some common
cases are described. The generic measures are not clearly linked to threats to the business [ 4].
When the threats change over time, the implementation might need to be re-assessed and updated. Furthermore, whether or not a specific implementation complies with the standard has to
be justified by the IT security architect.
Every implementation thus needs an argumentation why it meets the requirements of the
generic measures and how it tailors or supplements baseline security controls. The IT security
architect needs to provide insight into three aspects to justify his decisions. First, the different
successive complementary and independent technical and procedural measures. Second, the
risks which are reduced by each security measure. Last, the residual risks that have to be accepted.
So although these standards help larger organizations to improve the overall security, they
do not eliminate the need for communication between those that design the measures and
those that have to accept the residual risks.
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Objectives

The challenges in IT risk management as described have led to the objectives for the RRO
method. First, present the relation between risks, measures and residual risks in an intuitive
way. Second, present the security design in a way that gives people with different skills and
roles the opportunity to either discuss, evaluate or audit if a design meets the required security
level. Third, present the security design in a way that people can evaluate the residual risks that
a design imposes on the business. Last, the presentation should be applicable independent
whether or not the design is already implemented or in design phase. Summarizing, the pre sentation should help the business to improve risk management: to improve communication
and clarify the link between threats, security measures, and residual risk and make IT security
designs more comprehensible and auditable.
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The Risk Reduction Overview

The Risk Reduction Overview (RRO) consists of two parts: a flowchart representation and an
appendix. The flowchart provides an intuitive overview of the coherence of all risks, measures,
and residual risks. The position and relation of measures in the flowchart show if a measure is
successive to another measure (which provides defense in depth), complementary to another
measure (the measure reduces a different aspect of the risk), or independent from other mea sures (the measure acts on a different risk). The appendix provides the details on each risk,
measure, and residual risk.
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Fig. 1. Basic elements of a Risk Reduction Overview

The flowchart is based on two basic elements: risks and measures. There are three types of
risks: the initial risks, the residual risks, and the final residual risks (Fig. 1). All paths in the RRO
flowchart follow the same format: initial risks are identified and measures are applied to reduce
these risks, which lead to residual risks. The flowchart starts with all the initial risks that are
identified for the particular design. All initial risks are followed by one or more measures, which
are followed by residual risks and more measures, and finally end with a final residual risk. Arrows depict the flow. The flow is not necessarily linear; multiple measures from different flows
may lead to the same residual risk, and multiple residual risks may follow a single measure. Ar rows are drawn from risk to the resulting residual risk. When the measure itself introduces a
new risk, an arrow can be drawn from that measure to a new risk.
All risks and measures in the flowchart have a unique identifier: Initial risks have the identifier
I# (in which # is a unique number), residual risks have the identifier R#, measures have the
identifier M#, and final residual risks have the identifier F#. In the flowchart the identifier is followed by a short description of the risk or measure. The appendix of the RRO contains the de tailed description for each risk and measure in the flowchart.
3.1

Example

To illustrate the risk reduction flow we use a simplified example: email communication between a network with confidential data and the internet is enabled, and six security measures
are proposed to reduce the risks (Fig. 2). This particular example describes a very common application for a risk reduction overview: a change on a secure environment is proposed, and the
risk reduction overview is used to show the proposed measures and the residual risks of that
change. Figure 2 does not describe a real-life design. Real risk reduction overviews [14] often
have over ten initial risks and over twenty measures (Fig. 3).
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Fig. 2. Example RRO of email communication between a network with confidential data and the internet
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3.2

Drawing Method

Before making a RRO, an initial set of risks and measures must have been identified already.
The initial risks are the risks if one would take no security measures at all. The initial risks can
be derived from the threats to the business combined with all possible vulnerabilities. The meaRisk Reduction Overview: A visualization method for risk management. HNJ Havinga, ODT Sessink, Availability, Reliability, and Security in Information
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sures can be both technical and procedural. Initial risks can be derived from threat analysis and
from the standards, but must be completed from expert and domain knowledge. The first step
to set up the RRO flowchart is to lay out the set of initial risks horizontally on the top of the flow
chart. Then start to lay out the measures below the initial risks and derive the residual risks
from the measures. Complementary measures may be placed below to reduce the residual
risks further. Place preventive measures, that reduce the chance that a threat occurs, above reactive measures, that reduce the damage when the threat occurs. Continue until all measures
are positioned and only final residual risks are left. If two measures provide an identical risk re duction (for defense in depth) they should follow up on each other without residual risk, e.g.
measure 3 and 4 in Figure 2. Similar measures and similar risks should be placed near each
other, to ease steps two and three.
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Fig. 4. Before (left) and after (right) step 2 and step 3

In the second step similar measures are joined together to make the overview more compact
and easier to comprehend, as can be seen in Figure 4. This step is greatly facilitated if similar
measures have been positioned early in the flow during step one, because re-ordering measures changes all the residual risks. Once the generic measures are applied early in the flow,
the residual risks become more specific, so eventually all the detail is still present in the overview.
In the third step similar risks are joined together, as can be seen in Figure 4. It is often possible to rewrite similar risks into a single more generic description, especially early in the flow.
Late in the flow residual risks can be very specific and combining them would result in loss of
essential detail.
If the number of risks and measures is still too large to give a single comprehensible overview, it is an option to create a summary RRO with less detail, with multiple underlying RRO’s
that give the required detail. The summary RRO still gives insight in the detailed final residual
risks, but summarizes the upstream risks and measures in the risk reduction flow. For example:
different measures like fire alarm, fire extinguisher, fire blankets and non smoking areas can be
summarized as fire fighting measures. Reviewers can still find the details of fire fighting in the
underlying detailed fire fighting RRO, while business owners might only be interested in the
summary RRO, that present them the final residual risk of all fire fighting measures. Evaluation
of the method has led to the finding that single RRO’s with over 30 measures are generally
considered not comprehensible anymore
To support quick reading risks and measures should be described in a uniform sentence
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tachments may contain malware. Start the description of the measures with the subject that
causes the desired effect. For example: Anti virus software scans emails for malware.
The last step is to number and describe each risk and measure of the optimized flowchart in
the appendix. The appendix has four sections. The first section describes all initial risks. The
second section describes all measures. The level of detail should provide enough information
for a reviewer to judge if this measure will indeed reduce the risk to the residual risk. The third
section describes all residual risks. The fourth and last section describes all final residual risks.
In order to give weight to each of the risks, the description in the appendix should give an indication of the chance that a risk might occur and the damage it may cause to the business. The
description should provide a chief security officer or a business owner enough information in a
clear and comprehensive way to assess if the final residual risk is acceptable. An indication of
the cost of measures and the cost of possible damage could be added to help the decision
maker.
Positioning the risks and measures manually can be time consuming, but this process could
be automated.
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Application

The RRO can be used in different stages of the IT security design and decision making
process, and can be used to review the design of an already existing implementation. Seven
areas are identified in which the RRO is beneficial.
First, by creating the RRO, a security architect has to rethink design decisions of a new design or existing implementation and might find flaws or forgotten details. It forces the security
architect to ask himself if the complete set of security measures does indeed cover all the risks
it is supposed to. The flowchart provides a clear overview where defense in depth and diversity
in defense are applied.
Second, the RRO can help a security architect to optimize a design. Duplicate measures, or
measures that do not reduce a risk, are more easily identified. Furthermore, the order of the
measures may have an impact on the overall costs of the design. A cheap measure as first
layer of defense may, for example, reduce the required capacity for a more expensive second
layer of defense.
Third, during review of the RRO, reviewers can check if all risks they expected themselves
are present in the overview. A missing risk may be an indication of an insecure design or imple mentation. A missing risk will make the list of final residual risks incomplete.
Fourth, reviewers of the RRO can check if the suggested risk reduction of a measure is realistic. They are able to see if the assumptions about the effectiveness of technical and proce dural measures are correct and if the residual risks are well quantified. Too high residual risk
may be an indication of an underestimation of the effectiveness of a measure. Very low residual
risks may be an indication of an overestimation. In both cases the corresponding final residual
risks will be incorrect too.
Fifth, the chief security officer or business owner of the particular IT system gets an overview
of the initial risks, the measures and most importantly the final residual risks. Too high residual
risk may be an indication of an insecure design or implementation, very low residual risks may
be an indication of too many or too expensive security measures. If the final residual risks in the
RRO are not acceptable for the business, there is a clear gap between the business needs and
the security implementation.
Sixth, risks can change over time. When the security infrastructure is in use, new vulnerabilities of systems or measures can occur or the chance that vulnerabilities will be exploited can
increase or decrease. The RRO gives for example a computer emergency response team the
opportunity to immediately see what effect these changes have on the residual risk. The chief
security officer or business owner either accepts the new residual risk or requires new measures to be taken to get the residual risks to an acceptable level.
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Last, an existing RRO can be used as a source of inspiration for the design of a new similar
environment or to review a new design.
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Conclusions, Limitations, and Lessons Learned

The RRO method has been used and evaluated in two large organizations over the last six
years. The method has been applied to various complex problems in the fields of information
security and cyber defense at the Joint IT Command of the Dutch Ministry of Defense, and for
cyber defense of critical infrastructure at the Dutch Rijkswaterstaat. In the Joint IT Command
the RRO is now a mandatory document for changes that affect residual risk. At Rijkswaterstaat
the RRO is now a mandatory document when exceptions from baseline security requirements
are requested for critical infrastructure objects and mission critical systems. In both organizations the RRO is used to clarify, discuss and evaluate the security design of innovative products
and services, for which no baseline requirements exist. New baseline requirements are extracted from these RRO's.
The RRO method has been found to be beneficial in all seven application areas described in
this article. The RRO is found to deliver a comprehensible overview of the coherence of risks,
measures and residual risks. Even first time readers with no previous experience with a RRO
have little trouble to identify why measures are taken and which residual risks are left. More experienced readers point out that they need less time to review measures and residual risk with
a RRO. Especially if there is a large number of measures or risks involved, the RRO gives far
more overview than a traditional technical design document does. The concept of risk reduction
is understood by people with different skills and roles, and the use of a RRO does improve their
understanding of the coherence of the measures and the residual risks. Business owners of information systems point out that the RRO enables them to discuss measures with IT specialists, something they found very difficult in the past.
The RRO method is, however, not a silver bullet for IT risk management. First, having a RRO
does not guarantee that the measures are actually correct and that the real residual risks match
the described residual risks. Risks change over time; a new vulnerability that was previously
unheard of may introduce a completely new risk, and new threats may require new measures.
The competence of the security architect is still one of the most important factors. Second, a
RRO covering the security of a large and complex environment will result in a large and complex visualization. The RRO will not make a complex problem simple. Last, the creation of a
RRO requires more time than a traditional technical design document that just lists the measures. We do believe, however, that the cost benefit ratio favors the RRO, which is strengthened by the fact that both organizations that have evaluated the RRO have decided to make it
a mandatory document in the decision making process.
The most important observation while the method was evaluated was that adjusting the level
of detail and the layout of the flowchart manually requires a significant amount of time. This dis couraged some authors to improve a RRO after reviewers had sent their comments, especially
since there was no obligation to deliver a RRO at the time. A tool to automate this process
should therefore be developed and will be published in the future on the RRO website [15].

6

Application Outside IT Security

The RRO is believed to be applicable in any area in which risk management is an issue,
such as public safety, fraud prevention, food safety, physical security, military operation plan ning and medical hygiene. There are three separate situations in which a RRO is beneficial for
generic risk management. First, if there is a need for communication about risks, measures and
residual risks. Second, if there are stakeholders in the design or decisions making process that
do not have the adequate knowledge to derive the residual risk from the different measures
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taken. For example if stakeholders are not known with the technology of complementary measures from different knowledge domains. Last, if the number of risks or measures in a certain
risk assessment is high and a better overview is required to discuss or evaluate the overall situ ation. If multiple situations are present, the case for a RRO is even stronger.
Acknowledgements. The RRO method was initially developed at the Knowledge and Innovation branch of the Joint IT command of the Dutch Ministry of Defense, and has been further
improved together with the CISO office of Rijkswaterstaat in the Netherlands.
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